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1
Decision/action requested

Approve the pCR below
2

Rationale

The description of following requirement is vague. It is suggested to specify in the corresponding clauses.
-
The 5G System shall support a secure means to establish a PC5 link between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
3
Detailed proposal
*** BEGIN CHANGES ***
6.3.2
Security requirements
The following security requirements apply to both 5G ProSe Layer-3 UE-to-Network Relay and 5G ProSe Layer-2 UE-to-Network Relay:

-
The 5G System shall support the authorisation of the UE as a 5G ProSe UE-to-Network Relay in the 5G ProSe UE-to-Network Relay scenario.
-
The 5G System shall support the authorisation of the UE as a 5G ProSe Remote UE in the 5G ProSe UE-to-Network Relay scenario.
-
For the discovery, the security requirements in subclause 6.1.2 apply.

-
The 5G System shall support confidentiality protection, integrity protection and replay protection for secure communication between the 5G ProSe Remote UE and the 3GPP network via 5G ProSe UE-to-Network Relays.
-
PC5 signalling integrity security policy is set to “REQUIRED” for the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
*** END OF CHANGES ***

